OBIPYHTYBAHHS
TeXHIYHMX TA AKICHUX XapaKTePUCTHK MpeAMeTa 3aKyiBJii, po3Mipy 0I01:KeTHOT0
NPU3HAYEHHS, O4iKYBAHOI BAPTOCTI NMpeaMeTa 3aKymiBJIi
(BiamoBiIHO 710 MyHKTY 4! moctanoBu Kabinety MinictpiB Ykpainu Big 11.10.2016
Ne 710 “IIpo edexkTUBHE BUKOPHUCTAHHS OFOKETHUX KOIITIB )

1. Ilpeamer 3akymiBai: JK 021:2015 72410000-7 Ilocnyru mnpoBaiiaepiB
(MAKTIOYEHHS 10 3aXUIIEHOr0 By3/1a [HTepHET Ta 3aXUIIEHOr0 XOCTUHTY)

2. Buja npouenypu: neperoBopHa npoieaypa 3aKkymisii.

3. Homep orosomenns 3akymibJji: UA-2021-08-04-000917-c.

4. OOrpyHTyBaHHfl TeXHIYHHMX Ta SKICHUX XapaKTEPUCTHK MpeaMera
3aKymiBJIi:

Bumorn HJI T3I 2.5-010-03 «Bumoru no 3axucty iHpopmarii WEB-cTtopinku
BiJl HECAHKI[IOHOBAHOTO JOCTYITy» € OOOB’S3KOBUMH IS BHKOHAHHS JEP’KaBHUMH
opraHaM¥ TiJ 4ac 3axXHcCTy iHdopmallii, o HaJeXKUTh 10 JAepKaBHUX 1HGOPMaLIHHIX
pecypciB Ha WEB-cTopinkax.

Bpaxoyroun Bumorn HJ[ T3I 2.5-010-03 odirmitiauii Be6-caiit KPAIJI moBuHeH
BIIMOBIAATH MIHIMQJIBHUM HEOOXITHHUM pIBHSAM O€3MeKH i 3a0e3IMeUeHHS 3aXHUCTY
iH(dopmarlii Bifg 3arpo3 Ta HacTynmHoMmy (yHKHioHamsHOMY mpodimo: KA-2, KB-1,
OA-1, OO-1, IUB-1, AB-1, AP-1, HP-2, HU-2, HK-1, HO-1,HII-1, HT-1, HB-1.

3acTocyBaHHS MIEPETOBOPHOI MPOLIEYPH 3aKYIIBII IO3BOJIUTH TAKOXK YHUKHYTH:

- 300iB y po0o0Ti Ta nmopyiieHHs crajioro pyHkuionyBanus sednoprainy KPALL;

- MMOPYIICHHS Oe3MepepBHOCTI 3B’ 3Ky, 3 BeOrmopTaiom KPAILJI,

- IIOTIpIIEHHA O€3MEKH 3B’ A3KY;

- 300iB y po0OTi Ta nopyuieHHs crajioro pyHkuionyBanHs sednoprainy KPALL;

- BUHUKHEHHSI Tpo0JIeM TEXHIYHOTO XapaKTepy, MOB’sI3aHUX 3 EKCIUTyaTalli€lo Ta
00CITyrOBYBaHHSIM.

Bianosinno no 3akony Ykpainu «IIpo HamionansHy cucteMy KOH(IAEHIIHHOTO
38’s3ky» HCK3 crTBOpena jysi  3abe3nedyeHHss OOMIHY 1H(oOpMaIlero Mk
MIHICTEPCTBAMU Ta € €IMHOI CHUCTEMOIO 3B’SI3KY Ta Mepeladi JaHux, 10 3abe3rnedye
TEeXHIYHHUI Ta Kpunrorpadiuauii 3axuct iHGopmarlii mpu nepegaBaHHi.

[Tonoxennsm npo CITC HCK3 opradiB BHKOHABUOi BiIaJH, 3aTBEPIKCHUM
Haka3zoM Anminictparii Jepxkemen3s’s3ky Big 18.09.2017 Ne 110//ICK, 6e3mocepeHi
byHKIli 3 HamaHHa TOCHYr KoHpigeHmiitHoro 3B’s3ky cy0’ekram CITC HCK3
(mepxaBHI OpraHW, OpraHU MICIIEBOTO CaMOBPSAYBaHHs, JCp>KaBHI MIIIMPHEMCTBA,
YCTAaHOBU Ta Opraizailii), oprasizamii 3axomiB 13 3a0e3nedeHHs (YHKIIOHYBaHHS,
po3BUTKY, BUKopucTaHHa Ta 3axucty iHpopMmauii B CITC HCK3 Buxonye II
«YKpaiHChKI CTeIiadbHI CUCTEMIY.

3BIJl 3abe3neuye 3axucT i1H(MOPMALINHUX PECYPCIB BiJl HECAHKI[IOHOBAHOIO
JOCTYITY, 30BHIIIHIX aTaK Ta BIUIMBY JAECTPYKTUBHOTO KOIY.

[Tomituka Oe3nexku 3BIJ[ Il «YCC» mepenbadae 3axucT XocTta 3aMOBHHUKA
IIISTXOM BBEJIEHHSI OOMEXKEHb Ha JOCTYI 3 Mepexi [HTepHeT 10 XocTa 3aMOBHHKA Ta Y
3BOPOTHOMY HANpPsIMKy IO JO3BOJIAE€ BIJKPUTU TUIBKH T1 MOPTH, SKI HEOOXITHI ISt
HOpMaJIbHOT POOOTH CEpBICIB Mepeki I[HTepHET 110 BUKOPUCTOBYETHCS XOCTOM
3aMOBHHUKA.

Bumorn a0 Hamanuss mocayru 3 IligkioyeHHsi 10 3axXUIEHOr0 BYy3Ja
InTepHer Ta 3axumeHoro xoctuHry (xkox JAK 021:2015 — 72410000-7 Iocayrm
npoBaiifepis):



Buxonasenp Hamae [Tocmyry 3a 10MOMOToO0 BIIACHOTO 00 AHAHHS, IHCTPYMEHTIB

Ta IHBEHTAPIO.

Iepeaik Ilocayr, siki MOBHHHI HAJAABATHCH NPANIBHUKOM Y4YaCHHKA Ta

BHMOTI'HM 1010 IX HAJAHHA:
1.) PABOBA ITOCJIYT' A

Ne

HajimeHyBaHHS OCJYTH

1

[TinkmrodyeHHs 10 3axuiieHoro By3ia [nrepuer-gocrymny (3BI/I)

2.) LIOMICSAYHI NIOCJIYI'H

Ne HajimeHyBaHHSI CKJIQI0BHUX MOCJTYTH
1 | CPU: 25 sampa
2 |RAM:52 Gb
3 | SSD: 620 Gb
HDD: 1000 Gb
4 | 2 1P aagpecu
5 | Inara 3a 6e3miMiTHHIA 3axuiieHuii goctyn 1o mepexi (100 Mb/c) (3BIJ)

3.) YMOBHU HAJIAHHSA NTOCJIYT

1. BukoHaBenb HaJa€ TMOCAYry 3 pO3MIIIEHHS 1H(OpMAIIiHUX pecypciB

3aMOBHMKA Ha CBOIX BIPTyaJbHUX CEpBEpax, HaJa€ iM JIOCTYN JO MEPeXi 1HTEpHET

qepes

3axunieHuit By3on Iuteprer-nocrymy (3BIJI), 3abe3nedye po3MilieHHs] TOMEHY

3aMOBHMKA Ha BJIACHHUX ns-Ce€pBepax Ta 3abe3reuye MiIKIIOUCHHS 3aMOBHHUKA J10
Mepexi [HTepHer uepe3 3axumieHuil By3on IHTepHeT poctyny BukoHaBis, 4uM
3a0e3neuye HaIIMHUA 3aXUCT LUX PECypciB BiJl HECAHKIIOHOBAHOTO JOCTYIY,
30BHIIIHIX aTaK Ta BIUIMBY JAECTPYKTUBHOTO KOy BHUKOPHUCTOBYIOUM TaKi OCHOBHI
METOJU 3aXUCTY SIK:

o JIBOCTOPOHHS (ibTpallisi Tpadiky 3riTHO BCTAHOBJIEHOT MOJITHKU
Oe3MeKu JIJIs1 XOCTIB Ta MiaMepek 3aMOBHUKA,

o rMOoKa 1HCTIEKITis TpadikKy;

o aHAJTITUYHA TEXHOJIOTiS IIBUIAKOTO BHUSBJIICHHS HOBHX 3arpo3

NPOHUKHEHHST Ta OJOKYBaHHS MIJO3PUIMX  BIPYCOBMICHMX O00’€KTIB 3
BUKOPUCTAaHHSM Ta 0€3 BUKOPUCTAHHS CUTHATYP BIPYCIB;

o cencop IPS (Intrusion Protection System) 3anoGiranHsi IPOHUKHEHb
HIKIJIUBUX €KCIIOUTIB;

° JTMHAMIYHE pearyBaHHs Ha 1HIUECHTH Ta TUHAMIYHE OHOBJICHHS
3aXHUCTY.

2. TexHlyHl mapamMeTpu (XapakTEepUCTUKH) BIPTyaJlbHUX CEpPBEpIB, IO

BUJIUISIFOTHCS 111 PO3MIIICHHS 1H(POPMAIITHUX pecypciB 3aMOBHMKA Oy/lyTh BKa3aHi B
Honarky 1 no lorosopy.

BukonaBenp mepenae BiANmOBiJalbHIM 0c001 3amMOBHHKa OOJIKOBI 3amUCH IS

aJMIHICTPYBaHHS BIpPTyaJbHUX CEPBEPIB Ta OPraHi30OBY€E BiIJIAJIECHUM JOCTYII 0 HUX I10



HEOOXITHUM TMOpTaM 3 Y3TOMKEHHX ip-aapec Mepexi iHTepHeT. OOMIKOBI 3amucH
JOCTYITY IO CEpBEPiB HE 30epiraroThcs y Bukonasris.

[IBuakicTh AOCTYNy a0 Mepexi IHaTepHeT g 3abesnedeHHs poOOTH
BipTyasibHOTO cepBepa — 100MGiT/c.

3. Pexxum nHaganus Ilocoyrm — minogoOOBHM 3 MOXKJIMBICTIO TOCTIHHOTO
Oe3repepBHOIO  JOCTYIy JO Mepexi 1HTepHeT 0e3 oOMexeHb Ha o0car
NpuiHATOI/TIepenanoi iHdopmari.

4, 3abe3neuyeThbes 1M110000Ba miaATpruMKa HajaHHs [Tocayr Bukonasuewm.

5. PiBens pocrynHocti [locinyru — He menie 99,0%.

Yac, mporarom sikoro 3 Oynb-kuX OpuyuH BiacyTHi [lociayru, He MOBHUHEH
MEePEBUIIyBaTH § TOAWHW HaA MICANb (32 BUKIIOYCHHSIM BHUIIAIKIB TOIIKOIKCHHS
Ka0eNbHUX JIHIH 3B S3KY; CTPOK YCYHEHHS TaKol HECIIPABHOCTI CTAHOBUTH 24 TOIUHHU 3
MOMEHTY HAJXO/KECHHS TTOBIJOMJICHHS BiJl 3aMOBHUKA).

6. [HuaeHTH, 3aNUTH Ta Yac pearyBaHHS.

6.1. B pa3i BusBineHHs 3001B (iHIMAEHTIB) TIpu HagaHHi [locmyru, un mo iHIIMM
MUTAHHSAM, CTOCOBHO HajaaHHs [locnmyru, 3aMOBHUK HaJCHUIIa€ BIAMOBIIAIBHINA 0CO01
BukoHaBIIs 3anTUT Ha €IEKTPOHHY MOIITY Y CHOBIMIAE ii 110 TeIePoHy.

6.2. Uac pearyBaHHs Ha 3alUT 3aJICKUTh BIJ Kareropii Ta MpiOpUTETy 3aluTy Ta
HaBenenui B TaOmmin Nel.

Kareropii 3anury:

[HIIMACHT - 3amUT HA BiJTHOBJIEHHS HOPMAJIBHOTO (IITAaTHOTO) (PYHKIIOHYBaHHS

[Tocmyrm.

[IpioputeTn IHUUIAEHTY:

ABapis [loBHa HenoctymnHicTh [locayru, 1o nmoB’si3aHa 3 HECHPAaBHICTIO
Mepexi, 00J1aIHaHHS, IH)KEHEPHUX CUCTEM.

Bucoxwnii HenoctynHicte okpemMux ckiagoBux Ilocmyrm 4u  icTOTHE

OOMEKEHHS JOCTYMHOro (hyHKIIOHaNy (YMOBUIBHEHHS AOCTYyNy A0 1H(QPacTpyKTypH,
HEJIOCTYIHICTb JESKHX CEPBICIB Ta IHILE).

3aranbHUN HecmipaBHicTh, 1110 HEICTOTHO BIUTMBAE Ha oTpuManHs [lociyru.

3anuT Ha 3MiHy KoHbiryparii [Tocayru — 3anuT, Mo IpU3Beae A0 3MIHH CKIaay
Ta/abo 06’emy Haganux [locoyru.

3anuT Ha 3MIHY TEXHIYHUX MapaMeTpiB, [0 HE MPU3BOJUTH JI0 3MiHH BapTOCTI
[locinyru —BITHOBJICHHS PEKBI3UTIB JOCTYMY JIO0 CEPBICY, 3MiHA MapaMeTpiB CEPBICY,
TUMYacoBe 0JI0KyBaHHs 10cTymy 1o [lociyru 3a 13BiHKOM 3aMOBHHKA, 1HIIIE.

3anuT Ha HajgaHHA iHQopmaili — HaJaHHS TEeXHIYHOI, (iHAHCOBOi Ta
aJIMIHICTPaTUBHOI iHpopmarii npo Ilocmyry B 00cs3i, HEOOXITHOMY IS
kopuctyBaHHs [locityroro.
Ta6muis Nel
Yac pearyBaHHs / BiTHOBJIEHHST*
Ne (* - nast iHUIEHTIB)
) Kareropis 3anuty
n/n CIoK Pesxxum
poKy (uistom060B0/podOUi
roanuHax
TOIMHH)
Agapis 0,5/6 11J10,1000BO
1. | Tnomzent Bucokwnit 0,5/8 i101000BO
Po0Ooui nHi
3aranpHUN 0,5/8 i
309:00 -18:00




. . PoGoui gui,

2. | 3anwut Ha 3MiHy KoH(pirypamii [Tocoyr 12 5 09:00 -18-00
. PoGoui gui,

3. | 3anut Ha HagaHHS 1HOOpMaITi 24 5 09:00 -18:00
4 3anuT Ha 3MiHY TEXHIYHUX TTapaMeTpiB, 10 HE 8 Po6oui mHi,

" | mpu3Bene 1o 3Minu BaptocTi [lociyr 309:00 -18:00

7. IlnanoBi mpodinakTHuHi POOOTH Ta HEBIAKIAAHI (MO3ariaHOBi) pPoOOTH
(Tabmmsa Ne2).

7.2. [Ipodinaktryai poOOTH MPOBOAATHCA BUKIIOUHO y TepMiH 3 20:00 mo 06:00
TOAWHM, a00 Y BUXIHI Ta CBATKOBI JHI BIIPOJAOBXK JHSI.

7.3.3 npuBoay 3aiMicCHEHHs NPodUIAKTHYHUX poOIT BuKOHaBelb 3a3naneriiab
IIMCHMOBO TIOTNIEPE/KYE 3aMOBHHKA Ha €JICKTPOHY aJIpecy, HE MEHIIC HiXK 3a 24 roJuHU
JI0 TOYATKY TaKUX POOIT.

Taommis Ne2
Ne . . TpuBaJicTh Ta iIHTEpPBaAJI MiK IHoBigomJieHHst
HaiimenyBaHHs pooOiT
n/n podoTamm 3amMoBHUKA
1 [TnanoBi mpodinakTuyHi CymapHa TpuBaJIicTh pooiT — 24 He menm uix 3a 24
poboTtu rox. Ha 1 (omMH) MicSIb TOJI. IO iX TPOBEICHHS
) . TpuBasicTs JOPIBHIOE Bbe3nocepennbo nepen
Hesigxnammi i
2 . (akTUYHOMY Yacy, HEOOX1THOMY IS MIOYaTKOM MPOBEICHHS
(mo3amaHoBi) poO6oTH Ty - .
MOTICPEKEHHS aBapIHUX CUTYaIlii pooiT

8. [Nomitrka Oe3mekn 3axUIEHOTO By3ia [HTEpHET-IOCTYyMmy mepeadadae 3aXucT
XOCTIB 3aMOBHHKA HUISIXOM BBEJICHHS OOMEXKEHb Ha JOCTyH 3 Mepexl [HTepHer 10
XOCTiB 3aMOBHHUKA Ta Yy 3BOPOTHOMY HAMPSAMKY, Ta J03BOJISE€ BIAKPUTH TIJIBKU Ti TIOPTH,
Kl HEOOXITHI JIi HOpMaidbHOI poOOTHM  cepBiCiB  Mepexi [HTepHET 1110
BUKOPHCTOBYIOTHCSI XOCTaMU 3aMOBHUKA.

8.1. lna 3acrocyBanHs noiiTuku Oe3nexku 3BIJ] 1o xocTiB 3aMOBHMKA OCTaHHIN
Hazae agMminictpatopam 3BIJ[ mepenik [P-anpec xoctiB (mmiamepex), mo moTpedyroTh
noctymy no mepexi [arepner. 3mina [P-agpec 1mx xocTiB B 000B’SI3KOBOMY TOPSJIKY
y3TOKY€EThCs 3 anMminicTpatopamu 3BIJI.

8.2. YV pa3l HasgBHOCTI y KOPUCTYBaulB MeEpexi 3aMOBHHMKA MOTpeOU Yy
BUKOPHCTaHHI CEpBICIB, Kl HE BHM3HAu€HI B 0a30Bid MOJITULI Oe3neku abo IHIIUX
crenudiyHUX MoTpeO, MOXKIIMBE BHECEHHS 3MI1H B ICHYIOUY MTOJIITUKY OC3MEKHU.

8.3. [l BHECEHHS TaKMX 3MIH aJIMIHICTpaTOp 3aMOBHUKA HAJA€ aJMIHICTPATOPy
BukoHaBs BIANOBIAHE 3aMOBJIEHHS B poOoyoMmy mopsanky. Anaminictparop 3BI/]
MPOBOJIUTh aHaII3 M0N0 OE3MEUHOCTI 3asiBICHOTO CEPBICY ISl XOCTIB 3aMOBHUKA. B
pa3i MO3UTHUBHOTO EKCIIEPTHOTO BUCHOBKY BIJAMOBIAHE KOH(IrypyBaHHS OOJIagHAHHS
3BI/JI 3aiticHIOETHCS Y poOOUOMY MOPSAKY. B pasi HeraTUBHOTO €KCIIEPTHOTO BUCHOBKY,
koH(pirypyBanus oOnanHanHs 3BIJ] y poOouomy mopsinky He 3I1HCHIOETHCS.
Anminictpatop 3BIJl wamae anmi"icTparopy 3aMOBHMKAa TPYHTOBHE pPO3’SICHEHHS
CTOCOBHO MIPUYHH BiJIMOBH Ta MOXJIMBUX PU3HKIB.

VY Bunazaky, sKio 3aMOBHUK HAmoJsTae Ha BIAKPHUTTI BIAMOBIIHUX MOPTIB (200
peasizaiii iHIIOTO HEOOXi1THOTO PINICHHS ), BIH HajcCWiIae odiiiauid ucT BukoHaBIfo.
[Ticns onep aHHsI JTUCTa 3A1MCHIOETHCA He0OX1qHe KoHIrypyBaHHs oOmaananHs 3BI/I,
MICJI 4O0ro 3aMOBHUK OTPUMYE AOCTYI A0 HEOOX1THOTO cepBicy (abo 1HIIIOTO PIIICHHS)



Ta Oepe Ha ceOe BIAMOBIAAIBHICTh 332 MOXJIMBI HETAaTHBHI HACTIAKH, SKI MOXYTb
BUHUKHYTH Y€pe3 BUKOPUCTAHH 1IbOTO cepBicy (abo pilieHHs) B MailOyTHbOMY.

5. O0rpyHTYBaHHSI PO3Mipy OKOIKETHOTO MPU3HAYEHHSA:
Po3mip OromkeTHOro mpu3HAYEHHS BU3HAUEHO BIANOBINHO A0 3akoHy Ykpainu «IIpo
HepxaBuuit Oromxer Ykpainu Ha 2021 pik» Big 15.12.2020 Ne 1082-IX, xomropucy
KPAIJT na 2021 pik 3a 6romxeTHoto mporpamoro KITKBK 0418010 «KepiBHunro Ta
yIpaBiIiHHS y cdepl peryinoBaHHs a3apTHHUX 1MOp Ta JIOTepei» 3 ypaxXyBaHHSM I[IHOBO1
npono3utii Al  «YCC» nume sxe, BIANOBIAHO 10 JUCTa AJMiHICTparii
Hepxcnenss’s3ky Big 01.10.2020 Ne 07/03/02-1369, Hanae nocayru KOH(1IEHIIHHOTO
3B’s13ky B HCK3.

6. O0OrpyHTYBaHHS 04iKyBaHOI BapTOCTI 3aKyIiBeJIb:
Po3paxyHok od4ikyBaHOi BapTOCTI BHM3HAYEHO HA TMmijacTaBi IiHOBOI mpomo3uilii JIIT
«YCC» numie ske, BiAMOBIAHO g0 Jucta AnmiHictparii [lepkcmens3s’ 3Ky
B 01.10.2020 Ne 07/03/02-1369, nanae nocnyru xkoHdiaeHiiitnoro 38’s3ky B HCK3.
OuikyBana BapTicTh 3akyniBii 279 000,00rpH., (3 ypaxyBanusMm I1/]B).



