OBIPYHTYBAHHS
TeXHIYHUX TA AKICHUX XapaKTEePUCTUK MpeaMeTa 3aKyIiBJIi, po3Mipy OI0IKeTHOI0
NPU3HAYEHHS, 04iKyBaHOI BAPTOCTI MpeaMeTa 3aKymiBJIi

(BiamoBiaHO A0 MyHKTY 4' moctanoBu Kabinety MinictpiB Ykpainu Big 11.10.2016
Ne 710 “TIpo edexkTBHE BUKOPUCTAHHS OFOKETHUX KOIITIB’)

1. Hpeamer 3akymiBjii: [lpunbanus (mocrauaHHs) JIIEH31M Ha TIPaBO
KOpPHCTYBaHHsl mporpamHuM 3abesneueHusM (FortiGate) (JIK 021:2015 48730000-4
[TakeTn mporpaMHOTro 3a0e3MeUeHHs sl 3a0e31eUeHHS OC3MECKH ).

2. Buja npouenypu: 3akymisis uyepes LlenTpanizoBany 3aKyIiBeJIbHY OpraHi3aIiio
— JIT «YCC».

3. Homep Or0JIOLLIEHHS 3aKyHiBJIi: UA-2024-09-12-005339-a.
4.00rpyHTYBaHHSI TeXHIYHMX Ta SKICHUX XapaKTePUCTUK MpeaMeTa
3aKymiBJIi:

HajimeHyBaHHSA Ta ONHUC KiabkicTs (07.)

[TpunOanHs (mocTadaHHs) JIIEH31H HA MPaBO 2
KOPHCTYBaHHS ITporpaMHuM 3abe3neucHusM (FortiGate)
(mianucku Ha cepBicu iH(OPMaLiifHOT Oe3MeKH s
MDKMepekeBUX ekpaHiB [Iporpamua npoaykiis
FortiGate-200E 3 Year Unified Threat Protection (UTP)
(IPS, Advanced Malware Protection, Application Control,
URL, DNS & Video Filtering, Antispam Service, and
FortiCare Premium)FC-10-00207-950-02-36), Tepmirom 3

pOKH

HajimenyBaHHs Bumoru 1o 1 oqguaumi

3arajbHi BUMOTH e Bci HeoOX1aH1 JTiLeH31T 11 3a0€3IIeYeHHS 3a3HaY€HOI0 B
IUX BUMOTrax (pyHKIIIOHATY MalOTh OyTH Y KOMILJIEKTI
3aMpoNOHOBAHUX JIIEH31H

InenTugikamist Ta e [HCHEKTYBaHHS Ta 3aCTOCYBAHHS il 10 MEPEKEBOTO

KOHTPOJIb TpadiKy Ha OCHOBI CUTHAaTypHOT'O aHaJi3y Ta MEeBHOT

3acrocyBanb (AC/ kateropii nonarkis (application control/application

AVC) visibility control)

e KoHoirypariist BiAMOBIIHUX 10 KOPUCTYBALBKOTO

oroueHHs AC/AVC-ceHcopiB 3 HEOOX1THUM HaOOpOM
CUTHATYP

3axmucr Bin 3arpos ] IHCHCKTYBaHHf{ Ta 3aCTOCYBaHHA A 10 MEpPEIKEBOTO

HA OCHOBI Tpagiky Ha OCHOBI CUTHATypHOI'O aHaJli3y Ta BUSBICHHS

CUTHATYPHOTO BIJJOMHX aTak (intrusion prevention system)

anauizy (IPS) e Kondirypariist BiAmoBiJHUX JO KOPUCTYBAIILKOTO
oroueHHs [PS-cencopiB 3 HEOOXiqHUM HAOOpPOM
CUTHATYP




e Kondiryparlisi BUKIIIOYEHB Y JisX 3 IEBHUMHU
curHarypamu (exemption/override)

3axucr Bif e Anti-Virus / Anti-malware 3axuct
malware e Bussienns Ta 6J0KyBaHHS HeOaXaHUX MTporpaMu abo
(Antiviruss/AMP) (aiiniB (grayware)
e 3axucT BiJl 3T0BMUCHHUX IIPOrpam sl MOOLIbHUX
IIPUCTPOIB
Web Ta e IucnekryBanns URL-3anuTiB Ta MOXIHUBICTH
DNS-diasTpanis OJIOKyBaHHS 1X Ha OCHOBI BIJJHOIIICHHS 10 TIEBHOI

kareropii (Web-dubrparris)

e [HcnekrtyBanHs 3anuTiB DNS Ta MOXIHMBICTH
OJIOKyBaHHS 1X Ha OCHOBI BIJHOIIICHHS 10 TIE€BHOI
kareropii (DNS-dinbrparris)

e Bussnenns ta 6mokyBaHHs gocTyny A0 Botnet mepex

3axucr BiJ e Bianpaska (aiiniB 3 KOpUCTyBalbKOTO Tpadiky Ha
HEBiIOMUX 3arpo3 anami3 y cloud sandbox st BUABIICHHS HEBIIOMUX
(0-day) 3arpo3 kiacy "0-day"

o Jlinen3yBaHHs Ma€ JO3BOJIATH aHaizyBatu y cloud
sandbox He meHue Hik 14 000 daiiniB Ha neHs (24

TOJIUHH )
Texniuna cepBicHa e OO0nagHaHHS TOBUHHO 3a0€3M1€4yBaTUCh TEXHIYHOIO
miITPUMKa CEPBICHOIO MIATPUMKOIO CTPOKOM HE MEHIIIE HixK 36

MICSIIIB y pexumi 24*7

e [locriitnuit noctyn (24*7) 1o UEHTPY TEXHIYHOT
HiATPUMKHU BUPOOHHUKA Yepe3 CANT, EIEKTPOHHOIO
MOILITOO Ta 3a TeJIe(POHOM JIJIsl peecTpallii CepBICHUX
BUIIAJIKIB Ta BIAKPUTTS 3BEPHCHD

o [locriiinuit aBTOpU30Banuit goctyn (24*7) no caity
BUPOOHUKA, OTPUMAaHHS aKTyaJlbHUX penyTaliiiHux 6a3s,
CUTHATYp 3aXHUCTy BeO-/10/aTKIB Ta BCiX HEOOX1THUX
OHOBJICHb JIJISl CEPBICIB O€3MeKH Ha MPOTSA31 il
TEXHIYHOI CEepBICHOI MIATPUMKHU

e OTpuMaHHS OCHOBHHX Ta MPOMDKHHX Peli3iB
IPOTPaMHOTO 3a0€3MeYCHHS Yepe3 CalT, MmiITPUMKa
IPOrpaMHUX KOAIB Y aKTyaJlbHOMY CTaHI B1IMOBITHO J10
peKoMeHaIliil BUpOOHUKA HA TPOTI3i Jii TEXHIYHOT
CEpBICHOI MIATPUMKHU

e MOXJIHBICTB peecTparlii CepBICHUX BUMAAKIB B PEKUMI
24*7%365, nocTaBKy 1 3aMiHy 3allaCHUX YaCTHH y
pexuMi Next Business Day B M. KuiB (oOmagHanss s
3aMiHH JIOCTABJISIETHCSI HACTYITHOTO JHS TICIIS
M1TBEPKCHHS 3aMiHU CEPBICOM MIATPUMKH
BUPOOHUKA)

ko y TexHiuHIN crienudikaiii MICTAThCS TTOCUIaHHS Ha CTaHIAPTHI XapaKTEePUCTHKH,
TEXHIYHI peTJIaMEHTH Ta YMOBH, BUMOTH, YMOBHI IIO3HAYEHHS Ta TEPMIHOJIOTIIO,



OB’ A3aHi 3 TOBapaMH, poOOOTaMH UM TOCTYTaMH, IO 3aKyHOBYIOThCS, IepeadadeHi
ICHYIOUMMHU MIXXHApPOJAHUMH, €BPOTIEHCHKUMU CTaHAAPTAMU, IHIIUMHU CHIJTBHUMHU
TEXHIYHUMU €BPONEHCHKUMHU HOPMAaMH, IHITUMU TEXHIYHUMHU €TAJIOHHUMU CUCTEMaMH,
BU3HAHUMH €BPONEHCHKUMU OpraHaMu 31 CTaHAapTU3allii a00 HalllOHATbHUMU
CTaHJapTaMu, HOpMaMH Ta MpaBUIaMHU, MicJis KOXKHOTO TaKOTO MOCHJIAHHS CIT1JI BBAKATH
HasgBHUU BHUpa3 «ab0 E€KBIBAJICHTY.

ko TexHiuHa crienudikallis MiCTUTh TOCHIaHHS Ha KOHKPETHI MapKy 9¥ BUPOOHHKA
a00 Ha KOHKPETHUH IpoLec, 10 XapaKTepU3y€e MPOAYKT YU MOCIYTy IEBHOIO Cy0’eKTa
rOCIIO/IapIOBAaHHS, Y1 Ha TOPTOBI MapKu, MATEHTH, TUITH a00 KOHKPETHE MicCIie
MOXO/KCHHS YH CTIOCiO BUPOOHMIITBA, TaKE TTOCUJIAHHS € HEOOX1THUM Ta
OOI'PYHTOBAaHMM, MiCJsl KOXKHOTO TAKOTO IMOCUJIAHHS CJIIJI BBAYKAaTH HassBHUN BUPaA3 «abo
CKBIBAJICHTY.

6. OOrpyHTYBaHHSI po3Mipy 0101KE€THOT0 NPU3HAYEHHA:

Po3mip GromkeTHOTO MpU3HAYEHHS! BU3HAUEHO BIMOBIIHO 10 3akoHy Ykpainu «IIpo
HepxxaBauii O0romxeT Yikpainu Ha 2024 pik», komropucy KPAIJI na 2024 pik 3a
oromxeTHoro mporpamoro KITKBK 0418010 «KepiBHuiirBo ta ymnpaBmiHHS y cdepi
PEryIIOBaHHS a3apTHUX 1TOp Ta JIOTepen».

/. OOrpyHTYBaHHS 04iKyBaHOI BAPTOCTI 3aKymiBeJib:

Po3paxyHok ouikyBaHOT BapTOCTI 37iiicHIOBaBCs BiAmoBigHO 10 [TpumipHOi
METOAMKHN BU3HAYEHHS O4iKYBaHOT BAPTOCTI IpeaMeTa 3aKyIiBIli, 3aTBEPAKEHOT
Haka3oM MiHicTepcTBa PO3BUTKY €KOHOMIKH, TOPTiBIIi Ta CUTBCHKOTO TOCMOJApCTBA
Big 18.02.2020 Ne 275. OuikyBaHa BapTicTh 3aKkymiii ctanoBUTs 640 000,00 rpH. (3
ypaxyBaHHsMm [1/]B).



